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Decision/action requested

It is requested to endorse the proposals on NSSAI privacy clarification, as the basis for related LS and text in 5G security TR/TS
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Rationale

Although SA3 made the interim agreement on NSSAI privacy in subclause 7.8.1 of TR 33.889 [1], it is not clear whether and how to use NSSAI when NAS security context is not available. SA2 LS also requested clarification and confirmation if NSSAI could be sent without protection for efficiency in some cases (SA3-171735 [2]). This discussion tries to clarify this case – use of NSSAI when there is no NAS security context.
In general any information affecting UE privacy needs to be protected. However, risk from NSSAI depends on how a certain network deploys and uses network slices. If a network does not provide privacy sensitive network slices (and not requested by network slice users), it may be reasonable to allow to send NSSAI without protection in limited cases (e.g. initial attach) for efficiency. For example, NSSAI for eMBB service or LEA without cover may be not that privacy sensitive, unless it is disclosed consistently for longer period. On the contrary, NSSAI for a certain type of premium services or LEA under cover may need protection without exception. Network slices with fine grained service types may have more privacy concerns on the use of NSSAI.
Observation 1: Although NSSAI needs protection in general, its privacy risk when used without protection varies depending on the operation of networks.
Since the use of network slices and service type information in NSSAI depends on the network operation and market, NSSAI use without protection in limited cases also may depend on the network operator’s decision. Otherwise, NSSAI should be used with protection at all time, and before NAS security setup, NSSAI should be not used or other protection mechanism should be introduced with accompanying cost.

Observation 2: Network operators should make a decision depending on the uses of network slices and NSSAIs. Otherwise, NSSAI should not be sent without protection at all times.

From observation 1, 2, the following is proposed:

Proposal 1: NSSAI should not be sent without protection (i.e. routing to default AMF and relocation of AMF), unless network operators can make sure the current deployment of network slices does not impose privacy risk on the use of NSSAI. Other protection mechanism of NSSAI than NAS security, is not for phase 1.

Editor’s Note: It is ffs, how to configure UEs regarding the use of NSSAI without protection (network/subscription bases, not individual UE basis).

Another aspects of NSSAI addressed by SA2 is efficiency of routing from access network to core network. NSSAI could be helpful when temporary ID (5G GUTI) with AMF information is not available. In addition to NSSAI, SA2 mentioned that AMF information in temporary ID may have privacy concern for isolated network slices. For example, dedicated AMF to isolated slice may leak privacy sensitive information, depending on the type/granularity of user group for the slice. This should be avoided (by design, or protection), just like NSSAI.
Proposal 2: Just like NSSAI, AMF information in temporary ID should be carefully designed, used, or protected not to leak privacy sensitive information.

4
Detailed proposal

Considering the observations in the previous subclause, we propose to endorse followings for NSSAI privacy in 5G phase 1.

Proposal 1: NSSAI should not be sent without protection (i.e. routing to default AMF and relocation of AMF), unless network operators can make sure the current deployment of network slices does not impose privacy risk on the use of NSSAI. Other protection mechanism of NSSAI than NAS security, is not for phase 1.

Editor’s Note: It is ffs, how to configure UEs regarding the use of NSSAI without protection (network/subscription bases, not individual UE basis).

Proposal 2: Just like NSSAI, AMF information in temporary ID should be carefully designed, used, or protected not to leak privacy sensitive information.

